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DAVID VAUGHAN INVESTMENTS

How to Enable and Use 2-Factor Authentication When Logging in to
the DVI Portal

2-Factor Authentication (2FA) is an extra security measure that adds a second layer of protection to the
DVI Portal. After you have enabled 2FA, you will be prompted to enter a 6-digit verification code after
you enter your username and password. The code will be texted to your mobile phone, or, if you prefer,
you can choose to receive an automated phone call to your landline telephone. This guide provides
instructions for both mobile and landline options and answers some frequently asked questions about
2FA.

/Note — if you are planning on using the cell phone/text\
option, you can currently only access the portal on the
device that received the text message if you have your
device notification settings set to allow notifications for
text messages. We are working to allow access to the
portal on mobile devices with notifications for text
messages turned off. For more information, see FAQ #4
on page 9 of this guide.
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Enabling 2FA for Text Messaging

Follow these instructions to enable the 2FA to text 6-digit verification codes to your mobile phone.

1) Go tothe DVI Portal and enter your username and password as usual.

2) Next, you will be prompted to enter your mobile phone number into the text field and click “Send
Text Message.”

2-Factor Authentication

Each time you sign in, you'll need to enter
your username and password, followed by a
verification code that is sent to your mobile
phone.

What phone number do you want to use to
receive text messages?

. 555-555-5555

T T e
‘ Send Text Message .
—~—~—

3) Goto step 2 on page 3 (Using 2FA with Text Messaging) for continued instructions.
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Using 2FA with Text Messaging
Follow these instructions to log in to the DVI Portal if you have already enabled the 2FA to text
verification codes to your mobile phone.

1) Go tothe DVI Portal and enter your username and password as usual.

2) Next, you will be prompted to enter a 6-digit verification code. Within moments, you will also
receive a text message on your mobile phone that contains the code.

sseee ATAT LTE 1:01AM & @ 3} 36% W+
{0 776-836 ©)
- - Text Message
Enter Verification Code oday 1101 AM
We will be calling you with a verification Your verification code:
code. Enter it to verify your phone 810980
Code expires in 10
Please note that the call can take a minute minutes. Msg&Data
or more. Rates May Apply
(555) 555-5555 Change
a
Can't receive texts or prefer a call? Call
Didn't receive a text message? Resend

3) Enter the code from the text message into the text field on the login screen and click “Verify.”

Enter Verification Code

We will be calling you with a verification
code. Enter it to verify your phone

Please note that the call can take a minute
or more.

(555) 555-5555 Change

& R10980N

T

Can't receive texts or prefer a call? Call

Didn't receive a text message? Resend
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Enabling 2FA for Landline

Follow these instructions if you would like to enable the 2FA to call your landline telephone with an
automated recording that contains your 6-digit verification codes.

1) Go tothe DVI Portal and enter your username and password as usual.

2) You will be prompted to enter a mobile phone number. Instead, enter your landline telephone
number into the text field and click “Send Text Message.”

ﬁote — Landline telephones \

cannot receive text

2-Factor Authentication messages. Clicking on “Send
Each time you sign in, you'll need to enter Text Message" will not affect
your username and password, followed by a .
verification code that is sent to your mobile your landline telephone, but
phone o
it will allow you to progress
What phone number do you want to use to
receive text messages? to the next prompt where
. 555-555-5555 you can choose to receive a
— phone call.
‘ Send Text Message D
—~—

3) Gotostep 2 on page 5 (Using 2FA Through Your Landline) for continued instructions.
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Using 2FA through your Landline

Follow these instructions to log in to the DVI Portal after you have previously enabled the 2FA to call
your landline telephone with your 6-digit verification code.

1) Go tothe DVI Portal and enter your username and password as usual.

2) Next you will be prompted to enter a 6-digit verification code. In this prompt click “Call” to
request a phone call.

Enter Verification Code

‘We will be calling you with a verification
code. Enter it to verify your phone

Please note that the call can take a minute
or more

(555) 555-5555 Change

a
Can't receive texts or prefer a Ea\

Didn't receive a text message? Resend

3) You will then receive a call on your landline telephone. A recorded voice will introduce herself
and read out the 6-digit authentication code twice before disconnecting.

4) Enter the code into the text field on the same prompt in step 2 and click “Verify.”

Enter Verification Code

‘We will be calling you with a verification
code. Enter it to verify your phone

Please note that the call can take a minute
or more

(555) 555-5555 Change

8 810980

S

Can't receive texts or prefer a call? Call

Didn't receive a text message? Resend
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Change Your Phone Number(s) or 2FA Security Level on the DVI Portal

Use these instructions if you would like to change the primary phone number used to receive the 6-digit
verification codes or change your 2FA security level.

1) On the top navigation bar, click on “Settings.”

G‘ Home - Goegle Chrome o || = | &
’ |] Home x
& C | @ Secure | https://wealth.emaplan.com/ema/CS Q v | B
DVI Home  Organizer  Investments “ault  Reports Heln Out
D\TI NETWORTH TODA INVESTMENTS TODA
DAVID VAUGHAN [NVESTMENTS
$15,509,353 $13,545,190
Jeff Huizenga CFP®, ChFC THIE MONTH +§1,462,191  +10.41% cHancE’ $115,429.64 0.84%
Jeff@dviinc.com
ee: (30918550033 YEAR TO DATE +$1,462,191 +10.41%
All Contact: < > < >
ACCOUNTS’ + Add PROTECTION TOUR GUIDE
Cash $500,000 > Universal Life Jery Stein Get an ove
t started w
i Whole Life Jerry Stein get stantec
Credit Cards $0 > 21/07/2005 $500.000 personal financial website
Long-Term Care Jerry Stein GET STARTED »
Investments $13,661,954 > Guardian $75,000 Annuslly
< . >
Life Insurance $400,000 >
. H “« Hre /]
2) On the Settings page, click on the “Security” tab.
€ Settings > Notifications - Google Chrome == ==
’ |7 Settings » Nothcations X
< C | & Secure | https://wealth.emaplan.com/ema/CS/Alerts a % | 2
1 )V I Home  Organizer  Investments Vault  Reports Settings  Sign Out
Alert Privacy
£} Delivery Settings
1 Email Recipients Alerts will be sent to these email addresses S
n Home Page Notifications Show notifications on your home page for 14 days v
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3) In the Two Factor Authentication section:

a. Use the radio buttons to choose your security level (see FAQ #2 and #3 for more info on
security levels

b. Enter either your mobile number (if you prefer receiving text messages) or your landline
phone number (if you prefer receiving phone calls) into the “Primary Phone” number field.

c. Enter an optional recovery phone number as back-up to your primary phone number in the
“Recovery Phone” text field.

d. Click “Save”

€ Settings > Security - Google Chrome [==]=]

AR -

&« C | & Secure https://wealth.emaplan.com/ema/C5/Settings/Security QQ
r . .
Home  Organizer Investments Vault  Reports Help  Settings  Sign Out
e
Alerts Security Privacy

Change Password
Old Password
New Password

Verify Passwerd

Two Factor Authentication

Enable two facter authentication to increase your security. Enter a primary
phone number to receive SMS, and opticnally a recovery phene number for
two-factor authentication

Standard Security —

High Security
Primary Phone:

b
— C

Recovery Phone:

Change Security Question
Enter a new security question and answer to help you if you forget your
password. Your current question is not shown for security reasons

Security Question: v

4) The following prompt will appear to let you know that you have successfully enabled or changed
the 2FA settings.

' a recovery phone numier ror
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FAQ

1) What is 2-Factor Authentication?

2-Factor Authentication (2FA) is a complete fraud detection platform that uses a dynamic risk and rules-
based approach to identify high-risk behaviors and initiate an additional layer of security. With 2FA, you
will be required to log in to the DVI Portal by not only entering your username and password, but also a
verification code that is sent to your mobile or landline telephone.

2) Will | be required to use 2-Factor Authentication?

As of June of 2017, you are required to use 2-Factor Authentication when logging into the DVI Portal. You
are able to choose between High Security, which will prompt you to use 2FA every time you log in, or the
default Standard Security, which uses adaptive technology to intelligently monitor login activity and will
only prompt for 2FA when it identifies at-risk behavior. For example, if you have logged in from home,
and shortly thereafter attempt to log in from another part of the country, you will be required to enter a
verification code.

3) Am I required to enter an authentication code every time | log in?

You can choose to set your security level to High Security, which will prompt you to use 2FA every time
you log in, but the default setting will be the Standard Security, which uses adaptive technology to
intelligently monitor login activity and will only prompt for 2FA when it identifies at-risk behavior. An
example would be, if you have logged in from home, and shortly thereafter attempt to log in from
another part of the country, you will be required to enter a verification code.
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4) 1 enabled the 2FA to send texts to my mobile device, but now | am having trouble
logging in from that device. What am | doing wrong?

Nothing. You are most likely doing everything correctly. Unfortunately, at this time you can only log in to
the DVI Portal from the device that receives the verification code text message if you have on screen text
notifications, or if your text messages are pushed to a secondary device such as a smart watch or tablet.
You must remain on the login page until the entire login process is complete. We hope to have this issue
resolved soon. Until then, you can adjust your message notification settings (iPhone users set your
message notifications to Banners or Alerts. Android users set your message notifications to Heads-up or
Pop-up display.), or you can always log in on an alternative device or pc.

5) How do | turn off the 2FA feature after | have enabled it?

As of June, 2017, you are required to use 2FA in order to log into the DVI Portal. If you would like to
change your primary phone number, or would like to change your security level, follow the directions on
page 9. For more information about choosing a security level, see questions 2 and 3.
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